
In the Know…Tech Talks…January 2019
  

 

Please find all of the recent Avon Grove In the Know - Tech Talks on the AGSD website. 
 

Kat’s Kilobytes: Cyber criminals prey on vulnerabilities not only in technology but on end users too. Phishing 
attempts increased by 70% in 2018. While we have phishing controls in place that help reduce the amount of 
unsolicited emails, there is no fool-proof way to stop phishing attacks. As end users, we can each help reduce 
and eliminate successful phishing attacks by being skeptical. Cyber criminals use Social Engineering to make 
phishing attempts. Please be skeptical of all email by learning and knowing the social engineering red flags:  

 Look at the FROM email address and be sure you recognize it. Attackers can spoof real email addresses 
so it appears that an email is coming from someone you know. If the email from the sender is 
unexpected or unusual, BE SKEPTICAL! 

 Hover over hyperlinks to view the link-to address. If the link seems unusual, is misspelled or is different 
than the link in the email, BE SKEPTICAL! 

 Look at the time and date of the email. If you receive an email outside of expected hours, BE 
SKEPTICAL! 

 Review the subject and attachments of the email. If the subject and/or attachment doesn’t match or is 
irrelevant to the content of the email, BE SKEPTICAL! 

 

Karen’s Korner: The success of moving teachers and staff to the self-serve passphrase portal has prompted a 

pilot to provide this same level of customer service to students. In the coming weeks, the sophomore class of 

Avon Grove High School will be provided instruction in homeroom on how to register and access the self-serve 

passphrase portal. This gives the students the ability to unlock their account from home, instead of having to 

wait until the next school day. Additionally, it also improves security by updating the passphrase conventions 

used by students. If the pilot proves successful for the remainder of this year, plans will be made to expand 

this level of service to all high school students for next school year. 

 

Mike’s Minute: Last month we talked about the two types of content filtering that we have at AGSD. Securly, 

which is an online web filter to help protect our students when they are at school or at home, and Palo Alto 

(PA), our on-premise firewall. The PA does significantly more than just content filtering. The PA constantly 

scans the Internet to find inappropriate content and websites and updates its database daily. It connects our 

staff who need on-premise resources but are offsite. The PA also protects our District against malicious attacks 

from hackers, bots and viruses that roam the Internet looking to corrupt and steal our data. The current PA is 

approaching end of life and will be replaced with a newer version that is more robust and can accommodate 

ten times more traffic (10 Gg of bandwidth) and can manage up to 4 Million simultaneous sessions (Internet 

connections)! There will be a brief planned outage during this massive upgrade at a time when teachers and 

students are not present. More details to come this spring, please stay tuned. 

 

http://www.avongrove.org/district/administration/director-of-technology/avon-grove-in-the-know-tech-talks
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https://www.knowbe4.com/what-is-social-engineering/?__hstc=59035826.66b4886984297715e293ab161f65e8fa.1547040301042.1547040301042.1547040301042.1&__hssc=59035826.1.1547040301042&__hsfp=806667876
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https://www.securly.com/
https://www.paloaltonetworks.com/products/threat-detection-and-prevention/web-security.html


Matt’s Metadata: AGIS has added an HTC Vive to expand our existing fleet of Google Expeditions devices. 

Even without the addition of HTC Vive to our VR/AR lineup, students were already able to take virtual field 

trips, create tours of their own with Tour Creator, and with the proper mobile devices, bring scientific and 

historical artifacts into the classroom. While Google Expeditions provides a far more rewarding experience 

than a traditional video or 3D model, it does not provide sophisticated tracking, next gen graphics, user 

controls, and audio. Here are just a few examples of what the Vive has to offer.  

 Google Tilt Brush - Painting and Sculpting in Virtual Space - Projects can even be exported to 3D Print 

 Google Earth VR - You’ve never seen Google Earth like this before 

 Universe Sandbox VR - Explore physics and planetary science 

 Operation Apex - Ocean Ecology and Food Chains 

 Nefertari: Journey to Eternity - Explore Nefertari’s tomb 

 Apollo 11 VR 

Do not hesitate to email Matt Krykew so we can incorporate the Vive experience into your existing lessons.  

 

Wendy’s Wire: Following our latest PowerSchool upgrade, we have added some new features to the Admin 

portal. In the Quick Lookup screen, there are new tabs showing ‘Student Assignments’ and ‘Student Stats.’ In 

the left navigation menu for ‘Student Information,’ new pages have been added. Check out the ‘Test Scores 

Summary, Incidents Summary, Attendance Info, and Requests Future Years pages.’ In addition, the ‘All 

Enrollments’ page has been updated to include all years attended in an organized tabbed page. With all of 

these new functions in PowerSchool, we have added all of our District staff to PowerSource, our online 

knowledge academy for PowerSchool users. Staff should have received an email to activate your new account 

and set your password. If you did not receive an email, please contact Wendy Filla. 

 

Clint’s Clues: So we hear the term Artificial Intelligence (AI) and it is frequently associated with computers 

taking over some angry robot. Truth is, the current gains in AI lean more towards utilizing the tremendous 

computing power we now have to allow programs to adapt to our needs and communicate with us more 

clearly. Moore's law continues to be valid in that computing power has doubled every 18 months since 

1965. (If that much power is on tap why am I still typing?) AI can help us with solutions, and the evidence of 

this is when your computer recognizes things like “I see you’re writing a paper on 18th Century American 

Literature, would you like to watch a video on Melville or Twain?” A more technically oriented app could 

recognize you are working on a 2018 Ford headlight and bring up the repair manual to that page. The AI 

trends we will see in education are analyzing student needs based on formative assessments and suggesting 

customized or differentiated instruction for the student. AI is not going to stomp around our classrooms, but 

being aware of its power and learning how to apply it to our profession will be the real challenge.  

 

Gary’s Goal – eSports: The world of eSports (online video games) is growing exponentially. In fact, students 

who are successful in the world of online competitive gaming are now eligible to win college scholarships! To 

keep up with this innovation Avon Grove is exploring opportunities for students to participate in eSports. This 

spring eSports I/E’s at Avon Grove High School will be available to students. If the I/E’s prove to be well 

subscribed, a future club may be on the horizon for students. To help support a future possible club, Avon 

Grove, in conjunction with the CCIU, has applied for a grant to the North American Scholastic eSports 

Federation to cover league participation fees and coach/mentor stipends. This is an exciting opportunity for 

students, so please stay tuned for updates.          V5.E31.J19 
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